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Abstract 
Many software organizations today are confronted with challenge of building secure software systems. Traditional software 

engineering principles place a wide importance on security. Software principles tend to outline security as one of a long list of 

quality aspect with the hope of high efficiently developed software. As software systems of today have a broad reach, security has 

become a challenge. An essential need is developed to adopt security into software engineering. Software engineering mainly 

focused on structure of process, methods and tools which also considers other constraints to enhance and sustains the software 

process in appropriate manner. The challenge of Software standards lies in high security and maintenances with lengthy list of 

quality issues and probability of highly improved software. The conventional software engineering ideologies are settled with 

minimum importance on security. Data quality in software engineering defines attributes with various specification of context to 

present better software information process. Software fault prediction replicas are utilized to discover the fault levels in various 

components which lead to high-principled software. The attainment of the fault prediction replicas is connected with existing 

software measurements and fault information to determine the threads. Security factors turn into a huge precedence process in 

software engineering and software systems. Moreover, security on online networking process is gradually increasing for protecting 

the software issues. The necessity of better quality information for the users demands the improvising of software engineering. 

Experimental evaluation on software quality with parameters like fault prediction rate, software failure rate, software protection cost 

prove the efficiency.  

Introduction                           
Software engineering is the formation of data which useful in emerge of effectual engineering standards. The formation of data 

sequentially attains efficient software products with trustworthy and effective technology. Software engineering intends in 

generation of high quality data with reliable techniques for fast and cost-effective manner. In general, software engineering uses 

low-priced and long term consumption for effective outcomes with enhanced quality data. 

 

 
Fig 1.1 Software Engineering Model 

 

Above figure 1.1 describes the standard software engineering models. Initial stage of software engineering involves analysis of 

products. After which user requirements are gathered and in turn based on needs the design is made. Followed by implementation 

and checks the coding in testing phase as a final result. Most of the software process is mainly based on the software quality and 

software maintenances. In [1], the Adaptive Behavior technique is used in composed software scheme for preserving the effective 

information. Adaptive Behavior technique depends on information in every module where developer faces certain concerns like 

collision of possible variation on the key performance indicators (KPIs).  

 

In order to tackle problems on collision, a self-adaptive system is presented in [4]. More specifically, self-adaptive system is efficient 

for constant varying network. And also the technique ensures secure conditions with unidentified data in between transmission 

rather at destinations. A self-adaptive system helps the methodical and well-ordered data for self-organizing software process. 
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 In [5], reduce some of the quality collision found in Web Engineering development projects with evaluation of quality attributes 

from initial phases of the software development task. The requirement Meta model concentrates on the addition of the conceptual 

models used by Web Engineering methodologies with the objective of permitting the clear concern of usability requirements. 

The GenProg in [2] is an automatic technique for repairing faults in the software engineering. Mostly used in enlarged structure of 

genetic training to develop schedule variances that maintains the connection strategies. But the problem is more vulnerable to 

specified faults which set encryption process for defects and needs functionality methods. 

 

In order to overcome these difficulties, the general tendency for finding the software defects and the failure information are analyzed 

in [6]. The defects and failure information particularly in data elicitation modifies tracking methods with the real entity software 

development. 

 

The systematic appraisals on agile software improvements are monitored in recognition of agile software enhancement. In addit ion 

agile software requires normal explore schedule for connecting software process with minimum defects and also constructs the 

general perceptive challenge in [7] agile software.    

 

Even though the faults were defected in software process, security constraints need additional focus. The structure for security 

constraints are based on creation of various circumstance with some schemes that are evaluated with security requirements in [9]. 

Additionally, improves the protection process. The system conditions are explained with the problem oriented information, after 

which they are authenticated with security constraints and the protection process. 

 

By this various discussion, a discussion on software quality improvement with fault prediction techniques. The main complicat ions 

are analyzed and provide reliable methods to enhance the data quality by fault prevention and secure process. 

 

Fault prediction 
Software fault prediction is one of the valuable assertion behaviors in software engineering to formulate the proper authentication, 

defects, exploration and inspect faults. The software metrics and defects or non-defects data are applied in earlier to software 

translation. In general, software translations are utilized to generate the prediction replicas. Software fault prediction analyzes 

products related to fault prediction in order to improve the software quality. Fault prediction is partitioned into four groups namely 

Self-management of Adaptable Component (SAC), Genetic Program Repair (GenProg) methods, Attack Surface Metric (ASM) 

methods and Multiparty Access Control for Online Social Networks (MPAC-OSN) models. 

 

Self-management of Adaptable Component (SAC) Models 

The SAC models are concern with the trouble of selection in choosing suitable individual modules for adaptation to tackle with 

variation from the structure of optimal attributes. Here SAC [1], faces various challenges to present better software data quality. 

These challenges determine the impact of component adaptation in structural behavior. Whereas the technique in [4] provides the 

state-of-art for identifying the crucial disputes which improvise the task of software development with self-adaptive techniques. 

Self-adaptive techniques is separated into four methods to present better individual adaptive components with specific assurances,  

constraints, replicas, and information size to fulfill software development process.  

 

For perfect adaptation and prediction of software development, quality improvements are more essential and needs open source 

software development (OSSD) model as in [8]. OSSD are emerged with appropriate process for users to provide better results with 

the combination of agile and plan-determination techniques. The combined techniques improve the data quality by removing the 

extra information from the software engineering techniques as elaborated in [10]. 
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Fig 2.1 Overall Performances of SAC 

 

Above figure 2.1 depicts the process involved in SAC, OSSD and SQM.  SAC performs adaptation as well as prediction, OSSD 

estimates data quality while SQM determinates data. All together provides better software data quality. Specifically, Utilizing data 

information from code quality determines the effective software quality metrics (SQM). In addition SQM specifies mining schemes 

to consume automatic quality metrics from the temporal security conditions to prevent the false positive process. 

 

 Key Performance Indicators (KPIs)  

KPIs permit the advanced information for the system performances which intends in prediction of low-level administration aspects. 

Additionally evaluates the individual module or complete structure for facilitating the KPI structures. KPI description includes 

name, kind of predictable value, and significance margin evaluation for combination of global values. 

 

Genetic Program (GenProg) Methods 

Genetic Program (GenProg) is a method utilized for obtaining the testing method which automatically produces preservation for 

real-world bugs in inedible-shelf. Additionally includes legacy appliances. The GenProg method is unbeaten on creation of an 

alternative passes for encryption with various performance and does not failure with those encrypted bugs. 

 

 Repair Minimization (RM) 

In GenProg, RM executes minimization by recognizing dissimilarities among the major repair and unique schedules. GenProg 

removes difference which does not concern the repair’s attributes on some of test cases. The minimization method discovers a 

separation of early repair alterations which does not drop the elements for getting failure in test cases. 

 

 Repair Descriptions (RD) 

The RD authenticates the automatic repair of real-world faults which is found more on various buggy schedules and patterns of each 

patch seen in GenProg. The repairs are executed in generic programs that produce the better quality of data without bugs in software 

engineering. 

 

A common structure for predicting the faults and to improve the data quality of software process is discussed in [13] with 

development of rival prediction process. The software defect prediction maintains the balanced and complete evaluation among the 

rival prediction process. The defect analyst constructs the replicas according to the estimated learning method and forecast software 

faults with information for constructed models. 
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Moving with reverse engineering strategy, they are merged with genetic exploration of static and dynamic scrutiny to predict the 

fault appliances. The genetic applications utilizes the recreation process for attributes replicas from observed data, runtime byte 

code calculation and static byte code scrutiny as in [14]. 

 

In [6], [7] explores the amount of records modified for avoiding the malfunctions from redistribution process. The redistribution 

process separates the various records for preventing the bug’s software techniques. In [15], the method is useful to discover the 

predictions of bugs known as change classification. The change classification forecasts the subsistence and the faults in software 

modifications.  

 

Attack Surface Metric (ASM) methods 

The attack surface metrics is more useful in the software system’s attack dimension as a pointer for the classification protection. 

The awareness of a system attack surfaces are initiated with the attack surface metrics to calculate the attacks in the efficient 

approach as in [8]. 

 

Attack Surface Reduction Schemes 

The attack surface reduction methods are balanced with their software conventional code quality development approach for defense 

risk improvements [8]. The safeguard metrics and measurements are necessary for protecting the software improvement. The 

evaluation of cryptographic algorithms separates the present fault injection attacks with minimum outlays and extremely 

accomplished attackers with a huge budget.  After emerge of failures to some extent, the attacks decreases by using common ciphers 

which indicate the fault prevention process [16].  But in [17], particular attacks arise by liabilities in packet dispensation software 

which commence with the overwhelming denial-of-service (DoS) attacks. DoS attack is prevented by certain different techniques 

which offer the better quality improvement. 

 

The system consistency and system protection approaches are processed under the balanced attacks. In particular, we examine how 

protection and attack approaches are might impact with system consistency when both the protector and aggressor are specified 

with a fixed quantity of resources. The cyber securities are given by protector or by generally choosing the division of modules to 

attack by attackers [18]. 

 

Multiparty Access Control for Online Social Networks (MPAC-OSN) models 

An online social network (OSNs) holds proper knowledgeable with remarkable growth and becomes effective gateway for huge 

Internet users. These OSNs present attractive methods for digital social connections and data distribution which also increase an 

amount of security and isolation concerns. 

 

The security issues for information management are crucial to safe guard their intellectual resources. So, only approved persons are 

accepted to perform the several procedure and purpose in an organization.  In [19], supports an secured information management 

with the spotlighting of privacy, expectation and isolation. 

 

Since the stimulation of OSNs provides protection and confidentiality for the users with the best effective manner. The attractive 

aspects of conventional OSNs are presented with the possible information to the users with the specified contacts or any social 

interactions among the various users [20].  

 

Even though OSNs provides better safe guard process, recognition of attacks is not possible. Some of the detection dimension 

process for identifying the attacks needs further investigation. On the other hand, OSNs only utilized malice-aware routing for attack 

detection which is less effective facing various attacks [21]. Using the key-based routing (KBR) methods also slightly reduce the 

malicious attacks but needs extra attention in unknown attacks activities especially in the online social networks. 

 

Performance evaluation 
The performance evaluations are conduct with various metrics on the examination of data quality in software process. Analyze the 

software data quality in terms of fault prediction, software failure rate and software protection cost. 

 

Fault Prediction Rate 

The fault predictions are utilized to diminish the defects in software engineering to improve the software quality. The fault prediction 

rate is defined as 
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Fault prediction rate =  
∑ 𝑀𝑆𝐸 + 𝑀𝐴𝐸 + 𝑆𝑅

∑𝐹𝑎𝑙𝑠𝑒 𝑝𝑜𝑠𝑖𝑡𝑖𝑣𝑒 𝑟𝑎𝑡𝑒
 

Where MSE denotes mean Square error (MSE), MAE indicates Mean absolute error, and SR represents Software regression.  

Software Failure Rate  

The software failure rate calculates the defects in software data quality for reducing the failures. Software failure rate is used to 

reduce the failure rates in order to enhance the software data quality. The software failure rate is estimated by Length of exposure 

in a particular fault (LEF) and dispersion of faults (DF) and also failure time. The software failure rate are illustrated below 

 

Software Failure Rate =
∑ 𝐿𝐸𝐹 + 𝐷𝐹

∑𝐹𝑎𝑖𝑙𝑢𝑟𝑒 𝑡𝑖𝑚𝑒
 

Software Protection Cost  

The software protection cost estimates the computation time, product size and also cost estimation for enhancing the better software 

products. 

 

 
 

Here, SCT represents the software computation time, PS denotes Product size and CE is cost estimation 

 

Experimental results 
The software data quality improvement for software engineering process is analyzed with Self-management of Adaptable 

Component (SAC), Genetic Program Repair (GenProg) methods, Attack Surface Metric (ASM) methods and Multiparty Access 

Control for Online Social Networks (MPAC) models. The performances of fault prediction are compared with above all models and 

techniques. 

 

 
Fig 4.1 Fault Prediction in Software Data Quality 

 

Fig 4.1 defines about the fault prediction based on the software data quality improvements which is calculated in terms of percentage. 

As per the graph in figure 4.1 GenProg increases the prediction rate. The experimental evaluation shows that the GenProg are 
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gradually increased when compared to other techniques like SAC, ASM and MPAC. Similarly the fault prediction is 15-20% higher 

when compared to SAC, ASM 10-14 % is higher in MPAC. 

 

 
Fig 4.2 Software Failure Rate 

 

Above Fig 4.2 describes the failure rate based on the software data quality developments and estimated in the terms of percentage. 

The failure rate is decreased to a great extent in SAC. The experimental evaluation illustrates that the SAC are gradually decreased 

when compared to GenProg, ASM and MPAC. Similarly the failure rate is 10-13% higher when compared to ASM, whereas MPAC 

10-14 % is higher in GenProg. 

 

Conclusion  
The software engineering needs a better enhancement more specifically in improving data quality. Hence, the data quality is possibly 

increased with more effective process of time minimization as well as faults reduction. Both the time minimization and fault 

information reduction highly improves the software quality. Here we discussed about various parameter metrics like software failure 

rate, fault prediction and software protection cost to improve the software data quality methods. 

 

This paper conveys the essential needs of data quality with emerge of data module techniques for providing effective software 

information quality. Even though, present techniques provide sufficient data quality, the fault prediction process is unnoticed or less 

focused. In real time applications, a social network requires more secures information for users in software engineering.  By this 

observation of various techniques and methods, the demands on high quality fault-free software engineering is in great   extent. 
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